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What is Cyberbullying?

Cyberbullying is the use of mobile phones, internet and other technologies to deliberately upset someone else through things like teasing, threats or embarrassing them. 
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Why is it an issue?
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It can occur 24/7

· It invades home/personal space

· Audiences can be large and reached rapidly

· Bullies can keep themselves anonymous (Perceived anonymity)

· Cyberbullying can be targeted at anyone- between peers or across generations

· Some cyberbullying is unintentional- e.g. inappropriate jokes
· Cyberbullying incidents can themselves act as evidence.
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What Forms can it take? e.g.
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· Sending unsuitable images
· Threatening, intimidating, harassing or nasty messages or calls

· Posting nasty comments, humiliating images/videos

· Hacking accounts, sending viruses
· Obtaining private information for purposes of exploitation

It is not acceptable in any form! Be Aware!

Prevention:
· Always respect others- is it appropriate?  Do you have permission? What are you forwarding? Is it about someone else?
· Think before you send- it will/can be widely seen, think about who could see it, keep personal information to a minimum.
· Keep Passwords safe and secure. 
· Keep Personal information close- only give to trusted people.
· Research- look at sites’ terms and conditions for use

· Safe internet use:

· Chatting online- Never use your real name- use a nickname

· Never pretend your someone you’re not

· Don’t give out personal information

· Only add people as mates you know and trust

· Never meet up with anyone online on your own

· Personalise your/your kids’ privacy/security settings on sites

· Have anti-virus software

· Be aware of how to prevent unwanted messages/people e.g. blocking, spamming
· Know who to contact to report abuse/bullying

Go to: http://www.chatdanger.com/ for more information.
Dealing with Cyberbullying
Supporting the person being bullied
· Reassure 
· Inform Parents

· Refer to your organisation’s Anti-Bullying Policy, Child Protection Policy and any existing procedures.

· Advice to give to victim:

· No retaliation or returning the message.

· Review what information the victim has online.

· Help to keep and save relevant evidence for any investigation (e.g. not deleting messages, website address, screen captures).

· Go though ways of prevention. e.g. by changing contact details, blocking contacts or leaving a chartroom.

· Contain the incident when content has been circulated:

· Contact the host (e.g. the social networking site) - Make a report.

· Use disciplinary powers e.g. confiscate phones.

· Contact the police if necessary,
Investigating incidents
· Record and investigate all bullying incidents. - Cyberbullying can constitute a criminal offence. 
· Advise pupils and staff to try and keep a record of the bullying as evidence.

· Take steps to identify the bully- e.g. look at the school system, find possible witnesses, and contact the service provider and the police, if necessary. (The police will need to be involved to enable the service provider to look into the data of another user).

Working with the bully and sanctions

Once identified:

· Help to change their attitude and behaviour.

· Provide access to any support that is required.

Factors to consider when determining the appropriate sanctions include:

· The impact on the victim: was the bully acting anonymously, was the material widely circulated and humiliating, how difficult was controlling the spread of the material?

· The motivation of the bully: was the incident unintentional or in retaliation to bullying behaviour from others?
Useful Document:
http://www.teachernet.gov.uk/_doc/11910/Cyberbullying%20-%20summary%20document%20-%20FINAL.pdf
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Websites to check out:

http://www.childnet-int.org/sorted/
http://www.thinkuknow.co.uk/
http://www.kidscape.org.uk/
http://yp.direct.gov.uk/cyberbullying/
http://www.stopcyberbullying.org/index2.html
http://www.digizen.org/cyberbullying/
http://www.teachernet.gov.uk/wholeschool/behaviour/cyber/
Children and Young People

You’re not alone

· Don’t put up with threatening, humiliating, upsetting, nasty messages.

·  Don’t let attacks in any form happen to you online.
· Don’t become a part of cyberbulling by forwarding things on.

· Don’t just stand there –report the bullying. 
How would you feel if no one stood up for you?

· Protect yourself online- security settings

· Think carefully about what you put online

· Don’t give out personal information

· Know what your doing- spam, junk, block

The internet is there for you to enjoy, not to be afraid of. Keep it safe for you and others.
What to do if you’re being cyber bullied:
· Block the bully – learn how to block or report someone who is behaving badly.

· Don’t retaliate or reply!
· Save the evidence – learn how to keep records of offending messages, pictures or online conversations.

· Make sure you tell: an adult you trust, or call a helpline like ChildLine on 0800 1111/ www.childline.org.uk in confidence; the provider of the service; check the service provider’s website to see where to report incidents; your school – your teacher or the anti-bullying coordinator can help you.

Childline or NSPCC are also there for bullies, not just victims, to help them stop. They are trained to help anyone in a confidential and non- judgmental way.

Websites for you:

http://www.kidsmart.org.uk/
http://www.childnet.com/sorted/
http://www.thinkuknow.co.uk/




22% of children and young people claim to have been the target of cyberbullying
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